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INTRODUCTION:
Wireless sensor networks are very popular because of the fact that they are offer low cost solutions to a variety of real-world challenges. Due to low cost one can deploy large sensor arrays in both military and civilian areas. But sensor networks also face severe resource constraints due to their lack of data storage and power and hence implementation of traditional computer security techniques in a wireless sensor network become difficult [8, 9, 11] . The unreliable and unattended communication channel makes the security defenses even difficult. Often wireless sensors have the processing characteristics of machines that are very old, whereas the industry wants to reduce the cost of wireless sensors while maintaining similar computing power. Researchers have begun to maximize the processing capabilities and energy efficiency of wireless sensor nodes while also securing them against attacks. All aspects regarding wireless sensor network are being analyzed including secure and optimal routing, data aggregation, cluster formation, and so on. Apart from these traditional security issues, many sensor network techniques assumed that all nodes are trustworthy. Some of the researchers began to concentrate on building a sensor network model to solve the desired problems by using cryptographic schemes. Due to unattended feature of wireless sensor networks, we see that physical attacks to sensors play an important role in the operation of wireless sensor networks. Thus, we include a detailed discussion of the physical attacks and their corresponding defenses, topics typically ignored in most of the current research on sensor security. We classify wireless sensor network security in four categories: the obstacles to sensor network security, the need of a secure wireless sensor network, attacks, and defensive measures. We also give a brief introduction of related security techniques and summarize the obstacles for the sensor network security [13, 14, 15] . The security requirements of a wireless sensor network are listed as below:
Obstacles of Sensor Security
A wireless sensor network is a network which has many constraints compared to a traditional computer network and these constraints make it difficult to use the existing security techniques to wireless sensor networks. However, it is necessary to develop useful security mechanisms by getting ideas from security techniques like (DES, AES).
WSN ARCHITECTURE
In a typical WSN we see following network components -
. Sensor motes-Routers mounted in the process must be capable of routing packets on behalf of other devices. They control the process and process equipments. A router is a field device which do not have process sensor or control equipment and does not interface with the process.
[B]. Gateway or Access points -A Gateway provides communication between Host application and field devices.
[C].Network manager -To maintain the scheduled communication between devices and configuration of the network for which Network Manager is essential. Also manages the routing tables and monitoring the condition of the network.
[D].Security manager -The Security Manager manages the storage and management of the Cryptographic keys like DES and AES. [5, 18, 19] . 
WSN SECURITY ANALYSIS
Wireless Sensor Network are vulnerable to variety of attacks due to their simplicity. To secure wireless sensor network the network should support all security issues: confidentiality, integrity, authenticity and availability. Attackers may deploy a few malicious nodes with similar hardware configuration as the genuine nodes that might plan to attack the system. Attackers may approach malicious nodes by purchasing these separately. Also, these nodes have better communications links for coordinating these attack. Sensor nodes if attacked , one can extract all key materials, data, and code . So tamper resistance might be a defense for some networks, we do not see it as a general purpose solution. On the other hand sensor nodes are intended to be very inexpensive [21, 23] 
Overview
The Data Encryption Standard is the Federal Information Processing Standard, which gives the data encryption algorithm. As per ANSI standard X3.92, data encryption algorithm is an improvement of the algorithm Lucifer developed by IBM in 1970s. IBM and the National Security Agency developed the algorithm. The DES has studied in depth and is the most widely used symmetric algorithm in the world. [15, 5, 19] . DES has a 64-bit block size and uses a 56-bit key during execution. DES is a symmetric cryptosystem, specifically a 16-round Feistel cipher.
As we know that WSN is mostly used for the application of collection of information from the surrounding environment, so it is necessary to protect the sensitive data from unauthorized parties. WSNs are susceptible to security attacks due to the broadcast radio transmission. It is very clear to all of us that some of the sensor nodes are physically captured or destroyed by the enemies. The main role of sensor network in security for various applications depends on secure routing. The resources of sensor network show many challenges for its security. As sensor nodes are very limited for computing power and it is very difficult to provide security in WSN using public-key cryptography because it is very costly. So security solutions for various applications are based on symmetric key cryptography. In this paper we have used DES for the security purpose of wireless sensor network. [22, 23] 
OVERVIEW OF SECURITY ISSUES

Attack and attacker
An attack can be defined as an attempt to gain unauthorized access to a service, a resource or information, or the attempt to compromise integrity, availability, or confidentiality of a system. As we know that all the attackers are the originator of an attack. Main weaknesses in a system are security design, configuration, implementation or limitations which can be exploited by the attackers are known as vulnerability or flaw. Any event or attacker which impacts a system through the security breach is called threat. So the attacker will exploit a particular vulnerability and causing harm to a system asset is called as risk.
Security requirements
A sensor network is a type of Ad hoc network. The security requirements of a wireless sensor network can be classified as follows [26, 27, 29, 30] Authentication: As we know that WSN communicates sensitive data that helps in making the important decision. The receiver needs to ensure that the data used originates from the desired source. During exchange of control information in the WSN, authentication is important.
Integrity: Data transit may be changed by the attackers or intruders. Data loss can also occur due to the harsh communication environment. Data integrity ensures that no information is changed in transit due to malicious node or by accident.
Data Confidentiality: Some of the applications need to rely on confidentiality like surveillance of information, industrial secrets and key distribution etc. Encryption standards are used to keep data confidentiality.
Data Freshness: We need to ensure freshness of all messages even if confidentiality and data integrity are assured. Data freshness means that the data is recent and no old messages are replayed. A time stamp can be added to the packet to ensure that no old messages are replayed.
Availability: Due to excess computation or communication, battery power of sensor nodes may run out and become unavailable because attackers may jam communication. The requirement of security is very important in maintaining the availability of the network.
Self-Organization: As we know that in WSN every sensor node should be independent and flexible to be self-organizing and self-healing according to different environment conditions. Therefore no fixed infrastructure is available for WSN network due to random deployment of nodes & distributed sensor networks must self-organize to support optimal routing in WSN.
Time Synchronization: Most sensor network applications require time synchronization. An individual sensors radio may be turned off periodically to conserve power.
Secure Localization: The sensor network always needs information of location accurately. Therefore by reporting false signal strengths and replaying signals, an attacker can easily manipulate non-secured location information in WSN. [21, 28] 
In Depth
By using a 64-bit key which gives a 64-bit block of plaintext as input and gives an output in the form of a 64-bit block of cipher text. DES operates on blocks of equal size by using permutations and substitutions in the algorithm. Because DES has 64-bit rounds, hence the main algorithm is repeated 16 times to produce the cipher text. However it has been noted that the number of rounds are always exponentially proportional to the time required. Security of the algorithm increases exponentially when the number of rounds increases which means security is maximized automatically when the number of rounds are more. [3, 4, 5] . 
Key Scheduling
DES has 64-bits long input key but the in real practice key used by DES is of 56-bits length. A parity bit is LSB in each byte set in such a way that there should be odd number of 1s in every byte. As these parity bits are ignored, hence the seven most significant bits are used for each byte giving us 56-bits key results. Firstly the 64-bit key is passed through a Permuted Choice 1(PC1). The table is given below. All descriptions of bit numbers, 1 is the left-most bit and n is the rightmost bit. Set the round number R to 1.
PC -1: Permuted Choice 1
Split up the present 56-bit key, K, into two 28-bit blocks, L and R.
Rotate L left by the number of bits given in the table below, and repeat the same procedure for rotating R left by the same number.
Join L and R together to get the new K.
Apply Permuted Choice 2 (PC-2) to K to get the final K[R], where R is the round number we are on.
Give increment of 1 to R and repeat its procedure until we get 16 sub keys, i.e., up to K [1] to K [16] .
Here are the tables involved in these operations: 
Sub Key Rotation
Plaintext Preparation
After the key scheduling has been done, the next step is to encrypt. . In IP^ (-1), bit 29 which is located at the intersection of the column no. 7 and the row no. 25. So this bit becomes bit 32 (25+7) after the permutation is done which is the same bit position that we have started before permutation. So inverse of IP^ (-1) is IP. It does the exact opposite of IP. We will end up with the original block.
DES Core Function
Once key scheduling and plaintext preparation are over, then actual encryption or decryption is performed by using DES main algorithm. The 64-bit block of input data is first split into two halves, L and R. L is the left-most 32 bits, and R is the right-most 32 bits. This expands the number R [I-1] from 32 to 48 bits to prepare for the next step. The result from the last step is now split up into 8 parts of 6 bits each. The left-most 6 bits are denoted as B [1] , and the right-most 6 bits as B [8] . These blocks from the index into the Sboxes are to be used in the next step. The Substitution boxes(S-boxes) are a set of eight 2-dimensional arrays, with 4 rows and 16 columns. The numbers in the boxes are always 4 bits in length and their values from 0 to 15. The S-boxes are numbered S [1] to S [8] .
E-Bit Selection
For B [1] , first and last bits of the 6-bit block are used as an index into the row number of S [1] , with range from 0 to 3, and middle four bits are used as an index into the column number, with its range from 0 to 15. The number from this position in the S-box is taken and stored which is repeated with B [2] and S [8] . At this point, now we have eight 4-bit numbers, which give a 32-bit result. When L [16] and R [16] have been obtained, they are joined back together in the same fashion they were split apart (L [16] is the left-hand half, R [16] is the right-half hand), then the two halves are swapped, R [16] becomes the left-most 32 bits and L [16] becomes the right-most 32 bits of the pre-output block and the resultant 64-bit number is called the pre-output. 
P-Permutation
How to use the S-boxes
The aim of the example is to explain the working of the S-boxes. Suppose we have the following 48-bit binary number:
011101000101110101000111101000011100101101011101
In order to pass this through steps 3 and 4 of the Core Function as outlined above, the number is split up into 8 
Conclusion:
Data encryption is utilized in various applications and environments. The specific utilization of encryption and the implementation of the DES will be based on many factors particularly to the WSN and its associated components like sensor node, Gateway, Secure routing in WSN etc.
Cryptography is used to protect data while it is communicating between two points or while it is stored in a medium vulnerable to physical theft. So data encryption standard is very useful for secure routing in wireless sensor network. For security point of view, we can also use Advanced encryption standard (AES) to secure routing in wireless sensor network. As we know that none of the protocol is designed to keep security in mind, so there should be a proper implementation and design in routing protocol for security purpose in wireless sensor network. I will concentrate on DES for security purpose in my research topic of WSN.
